
 

Confidentiality Policy & Rules for employees 

 

The below mentioned are Confidentiality actions which employees should do: 

 

• Lock or secure confidential information at all times 

• Shred confidential documents when they’re no longer needed 

• Make sure they only view confidential information on secure devices 

• Only disclose information to other employees when it’s necessary and 

authorized 

• Keep confidential documents inside our company’s premises unless it’s 

absolutely necessary to move them 

What employees shouldn’t do: 

• Use confidential information for any personal benefit or profit  

• Disclose confidential information to anyone outside of our company 

• Replicate confidential documents and files and store them on insecure 

devices 

Confidentiality Measures: 

• Store and lock paper documents 

• Encrypt electronic information and safeguard databases  

• Ask employees to sign non-compete and/or non-disclosure agreements 

(NDAs) 

Disciplinary Consequences: 

Employees who don’t respect our confidentiality policy will face disciplinary 

and, possibly, legal action 



 
We’ll investigate every breach of this policy. We’ll terminate any employee who 

wilfully or regularly breaches our confidentiality guidelines for personal profit. 

We may also have to punish any unintentional breach of this policy depending on 

its frequency and seriousness. We’ll terminate employees who repeatedly 

disregard this policy, even when they do so unintentionally. 
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